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# Copyright 2011 Dustin C. Hatch
# 
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
# 
#     http://www.apache.org/licenses/LICENSE-2.0
# 
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.
'''URL Dispatching

:Created: Mar 26, 2011
:Author: dustin
:Updated: $Date$
:Updater: $Author$
'''

from milla.dispatch import UnresolvedPath

[docs]class Traverser(object):
    '''Default URL dispatcher
    
    :param root: The root object at which lookup will begin
    
    The default URL dispatcher uses object attribute traversal to
    locate a handler for a given path. For example, consider the
    following class::
    
       class Root(object):
           
           def foo(self):
               return 'Hello, world!'
    
    The path ``/foo`` would resolve to the ``foo`` method of the
    ``Root`` class.
    
    If a path cannot be resolved, :py:exc:`UnresolvedPath` will be
    raised.
    '''
    
    def __init__(self, root):
        self.root = root
    
[docs]    def resolve(self, path_info):
        '''Find a handler given a path
        
        :param path_info: Path for which to find a handler
        :returns: A handler callable
        '''
        
        def walk_path(handler, parts):
            if not parts or not parts[0]:
                # No more parts, or the last part is blank, we're done
                return handler
            try:
                return walk_path(getattr(handler, parts[0]), parts[1:])
            except AttributeError:
                # The handler doesn't have an attribute with the current
                # segment value, try the default
                try:
                    return handler.default
                except AttributeError:
                    # No default either, can't resolve
                    raise UnresolvedPath
        
        # Strip the leading slash and split the path
        split_path = path_info.lstrip('/').split('/')
        
        handler = walk_path(self.root, split_path)
        return handler
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  Source code for milla.auth.permissions

# Copyright 2011 Dustin C. Hatch
# 
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
# 
#     http://www.apache.org/licenses/LICENSE-2.0
# 
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.
'''Classes for calculating user permissions

Examples::

    >>> req = Permission('foo') & Permission('bar')
    >>> req.check(PermissionContainer(['foo', 'baz'], ['bar']))
    True
    
    >>> req = Permission('login')
    >>> req.check(['login'])
    True
    
    >>> req = Permission('login') | Permission('admin')
    >>> req.check(['none'])
    False
'''

[docs]class PermissionContainer(object):
    '''Container object for user and group permissions
    
    :param list user_perms: List of permissions held by the user itself
    :param list group_perms: List of permissions held by the groups to
       which the user belongs
    
    Iterating over :py:class:`PermissionContainer` objects results in
    a flattened representation of all permissions.
    '''
    
    def __init__(self, user_perms=[], group_perms=[]):
        self._user_perms = user_perms
        self._group_perms = group_perms
    
    def __iter__(self):
        for perm in self._user_perms:
            yield perm
        for perm in self._group_perms:
            yield perm
    
    def __contains__(self, perm):
        return perm in self._user_perms or perm in self._group_perms
            


[docs]class BasePermission(object):
    '''Base class for permissions and requirements
    
    Complex permission requirements can be created using the bitwise
    ``and`` and ``or`` operators::
    
        login_and_view = Permission('login') & Permission('view')
        admin_or_root = Permission('admin') | Permission('root')
        
        complex = Permission('login') & Permission('view') | Permission('admin')
    '''
    
    def __and__(self, other):
        assert isinstance(other, BasePermission)
        return PermissionRequirementAll(self, other)
    
    def __or__(self, other):
        assert isinstance(other, BasePermission)
        return PermissionRequirementAny(self, other)


[docs]class Permission(BasePermission):
    '''Simple permission implementation
    
    :param str name: Name of the permission
    
    Permissions must implement a ``check`` method that accepts an
    iterable and returns ``True`` if the permission is present or
    ``False`` otherwise.
    '''
    
    def __init__(self, name):
        self.name = name
    
    def __str__(self):
        return str(self.name)

    def __eq__(self, other):
        return self is other or str(self) == str(other)

[docs]    def check(self, perms):
        '''Check if the permission is held
        
        This method can be overridden to provide more robust
        support, but this implementation is simple::
        
           return self in perms
        '''
        
        return self in perms



[docs]class PermissionRequirement(BasePermission):
    '''Base class for complex permission requirements'''
    
    def __init__(self, *requirements):
        self.requirements = requirements
    
    def __str__(self):
        return ', '.join(self.requirements)
    

[docs]class PermissionRequirementAll(PermissionRequirement):
    '''Complex permission requirement needing all given permissions'''
    
    def check(self, perms):
        for req in self.requirements:
            if not req.check(perms):
                return False
        return True


[docs]class PermissionRequirementAny(PermissionRequirement):
    '''Complex permission requirement needing any given permissions'''
    
    def check(self, perms):
        for req in self.requirements:
            if req.check(perms):
                return True
        return False
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  Source code for milla.app

# Copyright 2011 Dustin C. Hatch
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#     http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.
'''Module milla.app

Please give me a docstring!

:Created: Mar 26, 2011
:Author: dustin
:Updated: $Date$
:Updater: $Author$
'''

from milla.controllers import FaviconController
from milla.util import asbool
from webob.exc import HTTPNotFound, WSGIHTTPException, HTTPMethodNotAllowed
import milla.dispatch.traversal

__all__ = ['Application']

[docs]class Application(object):
    '''Represents a Milla web application

    Constructing an ``Application`` instance needs a dispatcher, or
    alternatively, a root object that will be passed to a new
    :py:class:`milla.dispatch.traversal.Traverser`.

    :param obj: An object implementing the dispatcher protocol, or an
       object to be used as the root for a Traverser

    ``Application`` instances are WSGI applications.

    .. py:attribute:: config

       A mapping of configuration settings. For each request, the
       configuration is copied and assigned to ``request.config``.
    '''

    DEFAULT_ALLOWED_METHODS = ['GET', 'HEAD']

    def __init__(self, obj):
        if not hasattr(obj, 'resolve'):
            # Object is not a dispatcher, but the root object for traversal
            obj = milla.dispatch.traversal.Traverser(obj)
        self.dispatcher = obj
        self.config = {'milla.favicon': True}

    def __call__(self, environ, start_response):
        path_info = environ['PATH_INFO']
        try:
            func = self.dispatcher.resolve(path_info)
        except milla.dispatch.UnresolvedPath:
            if asbool(self.config.get('milla.favicon')) and \
                path_info == '/favicon.ico':
                func = FaviconController()
            else:
                return HTTPNotFound()(environ, start_response)

        request = milla.Request(environ)
        request.config = self.config.copy()

        # Sometimes, hacky applications will try to "emulate" some HTTP
        # method like POST or DELETE by specifying an _method parameter
        # in a POST request.
        if request.method == 'POST' and '_method' in request.POST:
            request.method = request.POST.pop('_method')

        allowed_methods = getattr(func, 'allowed_methods',
                                  self.DEFAULT_ALLOWED_METHODS)
        if request.method not in allowed_methods:
            allow_header = {'Allow': ', '.join(allowed_methods)}
            if request.method == 'OPTIONS':
                def options_response(request, *args, **kwargs):
                    response = request.ResponseClass()
                    response.headers = allow_header
                    return response
                func = options_response
            else:
                func = HTTPMethodNotAllowed(headers=allow_header) 
                return func(environ, start_response)

        start_response_wrapper = StartResponseWrapper(start_response)
        request.start_response = start_response_wrapper
        try:
            self._call_before(func)(request)
            response = func(request)
        except WSGIHTTPException as e:
            return e(environ, start_response)
        finally:
            self._call_after(func)(request)

        # The callable might have returned just a string, which is OK,
        # but we need to wrap it in a Response object
        try:
            # In Python 2, it could be a str or a unicode object
            basestring = basestring #@UndefinedVariable
        except NameError:
            # Python 3 has no unicode objects and thus no need for
            # basestring so we, just make it an alias for str 
            basestring = str
        if isinstance(response, basestring) or not response:
            response = request.ResponseClass(response)

        if not start_response_wrapper.called:
            start_response(response.status, response.headerlist)
        if not environ['REQUEST_METHOD'] == 'HEAD':
            return response.app_iter
    
    def _call_after(self, func):
        try:
            return self._find_attr(func, '__after__')
        except AttributeError:
            return lambda r: None

    def _call_before(self, func):
        try:
            return self._find_attr(func, '__before__')
        except AttributeError:
            return lambda r: None
    
    def _find_attr(self, obj, attr):
        try:
            # Object has the specified attribute itself
            return getattr(obj, attr)
        except AttributeError:
            # Object is a bound method; look for the attribute on the instance
            if hasattr(obj, '__self__'):
                return self._find_attr(obj.__self__, attr)
            # Object is a partial; look for the attribute on the inner function
            elif hasattr(obj, 'func'):
                return self._find_attr(obj.func, attr)
            raise


class StartResponseWrapper():

    def __init__(self, start_response):
        self.start_response = start_response
        self.called = False

    def __call__(self, *args, **kwargs):
        self.called = True
        return self.start_response(*args, **kwargs)
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  Source code for milla.controllers

# Copyright 2011 Dustin C. Hatch
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#     http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.
'''Stub controller classes

These classes can be used as base classes for controllers. While any
callable can technically be a controller, using a class that inherits
from one or more of these classes can make things significantly easier.

:Created: Mar 27, 2011
:Author: dustin
:Updated: $Date$
:Updater: $Author$
'''

import datetime
import milla.util
import pkg_resources


[docs]class Controller(object):
    '''The base controller class

    This class simply provides empty ``__before__`` and ``__after__``
    methods to facilitate cooperative multiple inheritance.
    '''

    def __before__(self, request):
        pass

    def __after__(self, request):
        pass



[docs]class FaviconController(Controller):
    '''A controller for the "favicon"

    This controller is specifically suited to serve a site "favicon" or
    bookmark icon. By default, it will serve the *Milla* icon, but you
    can pass an alternate filename to the constructor.

    :param icon: Path to an icon to serve
    :param content_type: Internet media type describing the type of image
       used as the favicon, defaults to 'image/x-icon' (Windows ICO format)
    '''

    #: Number of days in the future to set the cache expiration for the icon
    EXPIRY_DAYS = 365

    def __init__(self, icon=None, content_type='image/x-icon'):
        if icon:
            try:
                self.icon = open(icon)
            except (IOError, OSError):
                self.icon = None
        else:
            try:
                self.icon = pkg_resources.resource_stream('milla', 'milla.ico')
            except IOError:
                self.icon = None
        self.content_type = content_type

    def __call__(self, request):
        if not self.icon:
            raise milla.HTTPNotFound
        response = milla.Response()
        response.app_iter = self.icon
        response.headers['Content-Type'] = self.content_type
        expires = (datetime.datetime.utcnow() +
                   datetime.timedelta(days=self.EXPIRY_DAYS))
        response.headers['Expires'] = milla.util.http_date(expires)
        return response
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  Source code for milla.dispatch

# Copyright 2011 Dustin C. Hatch
# 
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
# 
#     http://www.apache.org/licenses/LICENSE-2.0
# 
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

[docs]class UnresolvedPath(Exception):
    '''Raised when a path cannot be resolved into a handler'''
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  Source code for milla.auth

# Copyright 2011 Dustin C. Hatch
# 
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
# 
#     http://www.apache.org/licenses/LICENSE-2.0
# 
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.
'''Request authorization

:Created: Apr 5, 2011
:Author: dustin
:Updated: $Date$
:Updater: $Author$
'''

[docs]class NotAuthorized(Exception):
    '''Base class for unauthorized exceptions
    
    This class is both an exception and a controller callable. If the
    request validator raises an instance of this class, it will be
    called and the resulting value will become the HTTP response. The
    default implementation simply returns HTTP status 403 and a simple
    body containing the exception message.
    '''

    def __call__(self, request, *args, **kwargs):
        '''Return a response indicating the request is not authorized

        :param request: WebOb Request instance for the current request
        
        All other arguments and keywords are ignored.
        '''
        
        response = request.ResponseClass(str(self))
        response.status_int = 403
        return response


[docs]class RequestValidator(object):
    '''Base class for request validators
    
    A request validator is a class that exposes a ``validate`` method,
    which accepts an instance of :py:class:`webob.Request` and an
    optional ``requirement``. The ``validate`` method should return
    ``None`` on successful validation, or raise an instance of
    :py:exc:`NotAuthorized` on failure. The base implementation will
    raise an instance of the exception specified by
    :py:attr:`exc_class`, which defaults to :py:class`NotAuthorized`.
    
    To customize the response to unauthorized requests, it is
    sufficient to subclass :py:class:`NotAuthorized`,  override its
    :py:meth:`~NotAuthorized.__call__` method, and specify the class
    in :py:attr:`exc_class`.
    '''

    #: Exception class to raise if the request is unauthorized
    exc_class = NotAuthorized

[docs]    def validate(self, request, requirement=None):
        '''Validates a request
        
        :param request: The request to validate. Should be an instance
           of :py:class:`webob.Request`.
        :param requirement: (Optional) A requirement to check. Should be
           an instance of :py:class:`~milla.auth.permissions.Permission`
           or :py:class:`~milla.auth.permissions.PermissionRequirement`,
           or some other class with a ``check`` method that accepts a
           sequence of permissions.
        
        The base implementation will perform authorization in the
        following way:
        
        1. Does the ``request`` have a ``user`` attribute? If not,
           raise :py:exc:`NotAuthorized`.
        2. Is the truth value of ``request.user`` true? If not, raise
           :py:exc:`NotAuthorized`.
        3. Does the ``request.user`` object have a ``permissions``
           attribute? If not, raise :py:exc:`NotAuthorized`.
        4. Do the user's permissions meet the requirements? If not,
           raise :py:exc:`NotAuthorized`.
        
        If none of the above steps raised an exception, the method will
        return ``None``, indicating that the validation was successful.
        
        .. note:: WebOb Request instances do not have a ``user``
           attribute by default. You will need to supply this yourself,
           i.e. in a WSGI middleware or in the ``__before__`` method of
           your controller class.
        '''
        
        try:
            user = request.user
        except AttributeError:
            # No user associated with the request at all
            raise self.exc_class('Request has no user')

        if not user:
            raise self.exc_class('Anonymous not allowed')

        if requirement:
            try:
                user_perms = user.permissions
            except AttributeError:
                raise self.exc_class('User has no permissions')

            if not requirement.check(user_perms):
                raise self.exc_class('User does not have required permissions')
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  Source code for milla.dispatch.routing

# Copyright 2011 Dustin C. Hatch
# 
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
# 
#     http://www.apache.org/licenses/LICENSE-2.0
# 
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.
'''URL router

:Created: Mar 13, 2011
:Author: dustin
:Updated: $Date$
:Updater: $Author$
'''

from milla.dispatch import UnresolvedPath
import functools
import milla
import re
import sys
import warnings

[docs]class Router(object):
    '''A dispatcher that maps arbitrary paths to controller callables
    
    Typical usage::
    
        router = Router()
        router.add_route('/foo/{bar}/{baz:\d+}', some_func)
        app = milla.Application(dispatcher=router)
    
    In many cases, paths with trailing slashes need special handling.
    The ``Router`` has two ways of dealing with requests that should
    have a trailing slash but do not. The default is to send the client
    an HTTP 301 Moved Permanently response, and the other is to
    simply treat the request as if it had the necessary trailing slash.
    A third option is to disable special handling entirely and simply
    return HTTP 404 Not Found for requests with missing trailing
    slashes. To change the behavior, pass a different value to the
    constructor's ``trailing_slash`` keyword.
    
    Redirect the client to the proper path (the default)::
    
        router = Router(trailing_slash=Router.REDIRECT)
        router.add_route('/my_collection/', some_func)
    
    Pretend the request had a trailing slash, even if it didn't::
    
        router = Router(trailing_slash=Router.SILENT)
        router.add_route('/my_collection/', some_func)
    
    Do nothing, let the client get a 404 error::
    
       router = Router(trailing_slash=None)
       router.add_route('/my_collection/', some_func)
    '''

    class REDIRECT(object): pass
    class SILENT(object): pass

    #: Compiled regular expression for variable segments
    template_re = re.compile(r'\{(\w+)(?::([^}]+))?\}')

    def __init__(self, trailing_slash=REDIRECT):
        self.routes = []
        self._cache = {}
        self.trailing_slash = trailing_slash

[docs]    def resolve(self, path_info):
        '''Find a controller for a given path
        
        :param path_info: Path for which to locate a controller
        :returns: A :py:class:`functools.partial` instance that sets
          the values collected from variable segments as keyword
          arguments to the callable 
        
        This method walks through the routing table created with calls
        to :py:meth:`add_route` and finds the first whose template
        matches the given path. Variable segments are added as keywords
        to the controller function.
        '''

        def lookup(path_info):
            for regex, controller, vars in self.routes:
                match = regex.match(path_info)
                if match:
                    urlvars = match.groupdict()
                    urlvars.update(vars)
                    func = functools.partial(controller, **urlvars)
                    # Work around for Python Issue 3445 for older versions
                    for attr in functools.WRAPPER_ASSIGNMENTS:
                        try:
                            value = getattr(controller, attr)
                        except AttributeError: #pragma: no cover
                            pass
                        else:
                            setattr(func, attr, value)
                    for attr in functools.WRAPPER_UPDATES:
                        getattr(func, attr).update(getattr(controller,
                                                           attr, {}))
                    self._cache[path_info] = func
                    return func

        try:
            return self._cache[path_info]
        except KeyError:
            func = lookup(path_info)
            if func:
                return func
            elif self.trailing_slash and not path_info.endswith('/'):
                # Try to resolve the path with a trailing slash
                new_path_info = path_info + '/'
                func = lookup(new_path_info)
                if func and self.trailing_slash is Router.REDIRECT:
                    # Return a dummy function that just raises
                    # HTTPMovedPermanently to redirect the client to
                    # the canonical URL
                    def redir(*args, **kwargs):
                        raise milla.HTTPMovedPermanently(location=new_path_info)
                    return redir
                elif func and self.trailing_slash is Router.SILENT:
                    # Return the function found at the alternate path
                    return func
        raise UnresolvedPath


    def _compile_template(self, template):
        '''Compiles a template into a real regular expression
        
        :param template: A route template string
        
        Converts the ``{name}`` or ``{name:regexp}`` syntax into a full
        regular expression for later parsing.
        '''

        regex = ''
        last_pos = 0
        for match in self.template_re.finditer(template):
            regex += re.escape(template[last_pos:match.start()])
            var_name = match.group(1)
            expr = match.group(2) or '[^/]+'
            expr = '(?P<%s>%s)' % (var_name, expr)
            regex += expr
            last_pos = match.end()
        regex += re.escape(template[last_pos:])
        regex = '^%s$' % regex
        return re.compile(regex)

    def _import_controller(self, name):
        '''Resolves a string Python path to a callable'''

        module_name, func_name = name.split(':', 1)
        __import__(module_name)
        module = sys.modules[module_name]
        func = getattr(module, func_name)
        return func

[docs]    def add_route(self, template, controller, **vars):
        '''Add a route to the routing table
        
        :param template: Route template string
        :param controller: Controller callable or string Python path
        
        Route template strings are path segments, beginning with ``/``.
        Paths can also contain variable segments, delimited with curly
        braces.
        
        Example::
        
            /some/other/{variable}/{path}
        
        By default, variable segments will match any character except a
        ``/``. Alternate expressions can be passed by specifying them
        alongside the name, separated by a ``:``.
        
        Example::
        
           /some/other/{alternate:[a-zA-Z]}
        
        Variable path segments will be passed as keywords to the
        controller. In the first example above, assuming ``controller``
        is the name of the callable passed, and the request path was
        ``/some/other/great/place``::
        
            controller(request, variable='great', path='place')
        
        The ``controller`` argument itself can be any callable that
        accepts a *WebOb* request as its first argument, and any
        keywords that may be passed from variable segments. It can
        also be a string Python path to such a callable. For example::
        
            `some.module:function`
        
        This string will resolve to the function ``function`` in the
        module ``some.module``.
        '''

        if not hasattr(controller, '__call__'):
            controller = self._import_controller(controller)
        self.routes.append((self._compile_template(template),
                            controller, vars))



[docs]class Generator(object):
    '''URL generator
    
    Creates URL references based on a *WebOb* request.
    
    Typical usage:
    
    >>> generator = Generator(request)
    >>> generator.generate('foo', 'bar')
    '/foo/bar'
    
    A common pattern is to wrap this in a stub function::
    
       url = Generator(request).generate

    .. deprecated:: 0.2
       Use :py:meth:`milla.Request.create_href` instead.
    '''

    def __init__(self, request, path_only=True):
        self.request = request
        self.path_only = path_only
        warnings.warn(
            'Use of Generator is deprecated; '
            'use milla.Request.create_href instead',
            DeprecationWarning,
            stacklevel=2
        )

[docs]    def generate(self, *segments, **vars):
        '''Combines segments and the application's URL into a new URL
        '''

        path = '/'.join(str(s) for s in segments)

        if self.path_only:
            return self.request.create_href(path, **vars)
        else:
            return self.request.create_href_full(path, **vars)
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  Source code for milla.util

# Copyright 2011 Dustin C. Hatch
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#     http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.
'''Convenience utility functions

:Created: Mar 30, 2011
:Author: dustin
'''

from wsgiref.handlers import format_date_time
import datetime
import time
try:
    import configparser
except ImportError:
    import ConfigParser as configparser

[docs]def asbool(val):
    '''Test a value for truth

    Returns ``False`` values evaluating as false, such as the integer
    ``0`` or ``None``, and for the following strings, irrespective of
    letter case:

    * false
    * no
    * f
    * n
    * off
    * 0

    Returns ``True`` for all other values.
    '''

    if not val:
        return False
    try:
        val = val.lower()
    except AttributeError:
        pass
    if val in ('false', 'no', 'f', 'n', 'off', '0'):
        return False
    return True



[docs]def http_date(date):
    '''Format a datetime object as a string in RFC 1123 format

    This function returns a string representing the date according to
    RFC 1123. The string returned will always be in English, as
    required by the specification.

    :param date: A :py:class:`datetime.datetime` object
    :return: RFC 1123-formatted string
    '''

    stamp = time.mktime(date.timetuple())
    return format_date_time(stamp)



[docs]def read_config(filename, defaults=None):
    '''Parse an ini file into a nested dictionary

    :param string filename: Path to the ini file to read
    :param dict defaults: (Optional) A mapping of default values that can be
       used for interpolation when reading the configuration file
    :returns: A dictionary whose keys correspond to the section and
       option, joined with a dot character (.)

    For example, consider the following ini file::

        [xmen]
        storm = Ororo Monroe
        cyclops = Scott Summers

        [avengers]
        hulk = Bruce Banner
        iron_man = Tony Stark

    The resulting dictionary would look like this::

        {
            'xmen.storm': 'Ororo Monroe',
            'xmen.cyclops': 'Scott Summers',
            'avengers.hulk': 'Bruce Banner',
            'avengers.iron_man': 'Tony Stark',
        }

    Thus, the option values for any section can be obtained as follows::

        config['xmen.storm']

    This dictionary can be used to configure an :py:class:`~milla.Application`
    instance by using the ``update`` method::

        config = milla.util.read_config('superheros.ini')
        app = milla.Application(router)
        app.config.update(config)
    '''

    with open(filename) as f:
        # ConfigParser API changed in Python 3.2
        if hasattr(configparser.ConfigParser, 'read_file'):
            cparser = configparser.ConfigParser(defaults)
            cparser.read_file(f)
        else:
            cparser = configparser.SafeConfigParser(defaults)
            cparser.readfp(f)

    config = {}
    for section in cparser.sections():
        for option in cparser.options(section):
            config['.'.join((section, option))] = cparser.get(section, option)
    return config
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# Copyright 2011 Dustin C. Hatch
# 
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
# 
#     http://www.apache.org/licenses/LICENSE-2.0
# 
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.
'''Milla is an extremely simple WSGI framework for web applications

'''

from milla.app import *
from milla.auth.decorators import *
from webob.exc import *
import webob
try:
    import urllib.parse
except ImportError: #pragma: no cover
    import urllib
    import urlparse
    urllib.parse = urlparse
    urllib.parse.urlencode = urllib.urlencode #@UndefinedVariable

[docs]def allow(*methods):
    '''Specify the allowed HTTP verbs for a controller callable
    
    Example::
    
        @milla.allow('GET', 'POST')
        def controller(request):
            return 'Hello, world!'
    '''

    def wrapper(func):
        func.allowed_methods = methods
        return func
    return wrapper



[docs]class Response(webob.Response):
    ''':py:class:`WebOb Response <webob.response.Response>` with minor tweaks
    '''



[docs]class Request(webob.Request):
    ''':py:class:`WebOb Request <webob.request.BaseRequest>` with minor tweaks
    '''

    ResponseClass = Response

    @classmethod
[docs]    def blank(cls, path, *args, **kwargs):
        '''Create a simple request for the specified path 
        
        See :py:meth:`webob.Request.blank <webob.request.BaseRequest.blank>`
        for information on other arguments and keywords
        '''
        
        req = super(Request, cls).blank(path, *args, **kwargs)
        req.config = {}
        return req


[docs]    def create_href(self, path, **keywords):
        '''Combine the application's path with a path to form an HREF

        :param path: relative path to join with the request URL

        Any other keyword arguments will be encoded and appended to the URL
        as querystring arguments.
        
        The HREF returned will will be the absolute path on the same host
        and protocol as the request. To get the full URL including scheme
        and host information, use :py:meth:`create_href_full` instead.
        '''

        url = self._merge_url(self.script_name, path)

        if keywords:
            url += '?' + urllib.parse.urlencode(keywords)

        return url


[docs]    def create_href_full(self, path, **keywords):
        '''Combine the application's full URL with a path to form a new URL
        
        :param path: relative path to join with the request URL
        
        Any other keyword arguments will be encoded and appended to the
        URL as querystring arguments/
        
        The HREF returned will be the full URL, including scheme and host
        information. To get the path only, use :py:meth:`create_href`
        instead.
        '''
        
        url = self._merge_url(self.application_url, path)
        
        if keywords:
            url += '?' + urllib.parse.urlencode(keywords)
        
        return url


[docs]    def static_resource(self, path):
        '''Return a URL to the given static resource

        This method combines the defined static resource root URL with the
        given path to construct a complete URL to the given resource. The
        resource root should be defined in the application configuration
        dictionary, under the name ``milla.static_root``, for example::

            app = milla.Application(dispatcher)
            app.config.update({
                'milla.static_root': '/static/'
            })

        Then, calling ``static_resource`` on a :py:class:`Request` object
        (i.e. inside a controller callable) would combine the given path
        with ``/static/``, like this::

            request.static_resource('/images/foo.png')

        would return ``/static/images/foo.png``.

        If no ``milla.static_root`` key is found in the configuration
        dictionary, the path will be returned unaltered.

        :param path: Path to the resource, relative to the defined root
        '''

        try:
            root = self.config['milla.static_root']
        except KeyError:
            return path

        return self._merge_url(root, path)


    def _merge_url(self, root, path):
        if path.startswith('/'):
            path = path[1:]
        if not root.endswith('/'):
            root += '/'

        return urllib.parse.urljoin(root, path)
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# Copyright 2011 Dustin C. Hatch
# 
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
# 
#     http://www.apache.org/licenses/LICENSE-2.0
# 
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.
'''Convenient decorators for enforcing authorization on controllers

:Created: Mar 3, 2011
:Author: dustin
:Updated: $Date$
:Updater: $Author$
'''

from functools import wraps
from milla.auth import RequestValidator, NotAuthorized, permissions
import milla
import pkg_resources

__all__ = ['auth_required', 'require_perms']

VALIDATOR_EP_GROUP = 'milla.request_validator'

def _find_request(*args, **kwargs):
    try:
        return kwargs['request']
    except KeyError:
        for arg in args:
            if isinstance(arg, milla.Request):
                return arg

def _validate_request(func, requirement, *args, **kwargs):
    request = _find_request(*args, **kwargs)
    ep_name = request.config.get('request_validator', 'default')

    # Override the RequestVariable name with a class from the specified
    # entry point, if one is available. Otherwise, the default is used.
    for ep in pkg_resources.iter_entry_points(VALIDATOR_EP_GROUP, ep_name):
        try:
            RequestValidator = ep.load()
        except:
            continue

    try:
        validator = RequestValidator()
        validator.validate(request, requirement)
    except NotAuthorized as e:
        return e(request)
    return func(*args, **kwargs)

[docs]def auth_required(func):
    '''Simple decorator to enforce authentication for a controller
    
    Example usage::
    
        class SomeController(object):
        
            def __before__(request):
               request.user = find_a_user_somehow(request)
            
            @milla.auth_required
            def __call__(request):
                return 'Hello, world!'
    
    In this example, the ``SomeController`` controller class implements
    an ``__before__`` method that adds the ``user`` attribute to the
    ``request`` instance. This could be done by extracting user
    information from the HTTP session, for example. The ``__call__``
    method is decorated with ``auth_required``, which will ensure that
    the user is successfully authenticated. This is handled by a
    *request validator*.
    
    If the request is not authorized, the decorated method will never
    be called. Instead, the response is generated by calling the
    :py:exc:`~milla.auth.NotAuthorized` exception raised inside
    the ``auth_required`` decorator.
    '''

    @wraps(func)
    def wrapper(*args, **kwargs):
        return _validate_request(func, None, *args, **kwargs)
    return wrapper


[docs]class require_perms(object):
    '''Decorator that requires the user have certain permissions 
    
    Example usage::
    
        class SomeController(object):
        
            def __before__(request):
               request.user = find_a_user_somehow(request)
            
            @milla.require_perms('some_permission', 'and_this_permission')
            def __call__(request):
                return 'Hello, world!'
    
    In this example, the ``SomeController`` controller class implements
    an ``__before__`` method that adds the ``user`` attribute to the
    ``request`` instance. This could be done by extracting user
    information from the HTTP session, for example. The ``__call__``
    method is decorated with ``require_perms``, which will ensure that
    the user is successfully authenticated and the the user has the
    specified permissions. This is handled by a *request validator*.
    
    There are two ways to specify the required permissions:
    
    * By passing the string name of all required permissions as
      positional arguments. A complex permission requirement will be
      constructed that requires *all* of the given permissions to be
      held by the user in order to validate
    * By explicitly passing an instance of
      :py:class:`~milla.auth.permissions.Permission` or
      :py:class:`~milla.auth.permissions.PermissionRequirement`
    '''

    def __init__(self, *requirements):
        requirement = None
        for req in requirements:
            if not hasattr(req, 'check'):
                req = permissions.Permission(req)
            if not requirement:
                requirement = req
            else:
                requirement &= req
        self.requirement = requirement

    def __call__(self, func):
        @wraps(func)
        def wrapper(*args, **kwargs):
            return _validate_request(func, self.requirement, *args, **kwargs)
        return wrapper






          

      

      

    


    
        © Copyright 2011-2013 Dustin C. Hatch.
      Created using Sphinx 1.1.3.
    

 





  
     Brought to you by Read the Docs
    